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Background



Evolution of Security Suites

VS MPF VS MPF
MPS MPS
MSK MSC MSK MSC
SA T
Timeline

Before 2005 2005- 2007 . 2007 onwards
* Individual Point * Individual Point * Three major suites
products ' products bundled in market
« Very Limited Into suites « Suite level
Performance ' * Product level Performance testing
Testing . Performance

. Testing
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Performance Problems Faced By Users

Some Common Problems
* The system became slow after installing the security suite.

* The users had difficulty in accessing other applications when
a scan or update was running.

* Restart of the system took long time after installing the
security suite.
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Suite Performance Testing
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Objective Of Performance Team

* Analyze the performance of complete suite along with the
products

* Uncover performance defects

* Detect bottlenecks in the system




Challenges Faced

* Product knowledge

* Performance requirements not well defined
* Insufficient reference
* Variation in the configuration

* No benchmark data
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Approach



Requirement Gathering

* Brainstorm with product development and QA
Teams

* Collate data from popular reviewers
* Monitor the Forum and support issues

* Discuss with Product Management Team




Environment Setup

Environment definition included the following:
* Hardware setup (processor, RAM, OS etc)
* lIdentify 3rd party applications

Study carried out to collect Consumer Setup data:
* Support technicians

* |nstrumentation data base for most common hardware and
softwares

* List of top downloaded softwares from popular download
portals




Environment Setup

\—

Finalized Configurations for Performance Testing g

Based on this study the following setups were finalized on
which suite performance was to be carried.

SI.N Hardware (type of List of third party Software
o computer) Operating System categories Comments
Very Low end Desktop —
1 512MB RAM, Intel Windows XPSP2 45 Yrold Frocessor, Almost full
P3~600-800MHz
. ) Machine should satisfy the
Low end Desktop — 1GB Windows Vista Home L . .
2 = . . minimum requirement which
RAM, Intel P4~1.5GHz Basic — 32 bit Vista required
Low end laptop — 1GB RAM, Windows Vista Home Media P B Laptop should just meet
3 Intel P4~1.5GHz Basic — 32 bit Ins?g:ﬁ Msg:?n,ge:(s)\,/vcs)?frii’e minimum Vista requirement
SoftwarSe(,)fthsg?gressmn Modern desktop with 4GB
4 High end desktop — 4GB Windows Vista Ultimate ’ memory, Core2 or equivalent
RAM, Intel Core2~2.6GHz SP1- 64 bit processor, fast (7200+) hard
drive
. Common Configuration system
Common user configuration — | Vindows XPHomeSP3 with 1GB RAM and P4 ~3GHz
5 Desktop with 2GB RAM , Intel

P4~3GHz

Windows Vista Home
Basic SP1- 32 bit

Common Configuration system
with 1GB RAM and P4 ~3GHz
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Environment Setup

Lab Setup:

To have a controlled environment we came up with the following
lab Setup that would include all the machines described above.

Suite Performance Lab Diagram

o
g

CCDTO1

CVDTO1: Very Low End Desktop

CLDTO1: Low end Desktop

CLLTO1: Low end Laptop

CHDTO1: High end Desktop

CCDTO1: Common User Configuration Desktop
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Test Strategy

Test Strategy

Selection of Competitor
Products for benchmarking

Prioritization of Scenarios

A

Automation Strategy

A

A

A

Training

A

A

Separate Product
Performance Test Plans

A

A

Test Plan

Reviewed

and signed off
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Selection of Scenarios %"2

The data collected during the requirement gathering stage was
further analyzed and divided into the following:

* Competitor comparison Test Scenarios
* Legacy comparison Test Scenarios
* Soak Test Scenarios




Performance Measurements

For all the Competitor comparison and Legacy comparison
scenarios - Response time

For the soak tests - important Performance counters for each
of McAfee processes using Perfmon

Memory_AvailableBytes, Memory_ Commiteed Bytes, Process Handle Gount,

—  Memory — Process  Private Bytes, Process Working Set, Process Virtual Bytes
| Procesor — ystem_ProcessorQueuelength, Processor_%ProcessorTime
System Monitor | — Process %drocessorTime

. o1 e CopyRecises e Copyreadstis
» @ LogicalDisk_AverageDiskQueuelength

L Network | NetworkInterface_QutputQueuelength, Networkinterface_BytesTotal/ sec,
Networkinterface_QurrentBandwidth

Protect what you value.



Data Set Definition N
< >

* Exactly same data in other drives

-
* Constant signature file for scanning

* Defined set of data like IE pages to open, applications to
launch, clean/spam emails, file copy data




Reporting Mechanism

* Simple and informative
* Published to senior management periodically

Types of Reports:

» Competitor Comparison Report
» Legacy Comparison Report
» Memory Footprint Report




Defect Tracking Process

* Field defect type with option ‘Performance’ in the defect
tracking tool

* Dedicated development Manager responsible for all the
performance defects logged

* Regular performance defect scrub meetings with all the dev
managers




Performance Test Execution

Execution Phase

Prior to Execution

Phase Benchmarking * Performance g
Finalized Performance Phase * Soak
Scenarios Y
Competitor 4
Test Data definition | —» | Comparison || !
Scenarios

Setup test environment

Legacy No
Comparison
Dry run of automation Scenarios

scripts
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Effective Execution o~

* Maintain a constant setup “

* Variables in the same state as benchmarking
* Consistent readings

* Test execution pattern identical to the benchmarking

* Time measurement method should be the same




Reporting

Following reports published:
* Competitor Comparison Report
* Legacy Comparison Report
* Memory Foot Print Reports

Memory/Working Set (MB)

80.00
a . —— Virus Scan Process 1
VirusScan & Firewall Memory Usage ,
70.00 A —— Virus Scan Process 2
Virus Scan Process 3
60.00 4 —— Virus Scan Process 4
—— Firewall Process 1
50.00 -
40.00
\_—_\
30.00 - \ A
20.00 -
r e
10.00 \
T \> ——— N\ % ~~ N =
0.00 4 ‘ — : : ‘ : ! ‘
4:25:22 4:35:22 4:45:22 4:55:22 5:05:22 5:15:22 5:25:22 5:35:22
Time
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Defect Reporting N
i

Additional information provided in Performance Defect
Report

Environment Setup

Automation scripts

Performance logs (Perfmon Logs) and product logs
Memory leak defects

Remote access to the machine

Comparative data with previous builds

Build details of all the products in suite

YV VYV YV VYV
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Outcome



Product Level Changes

» Throttling is introduced for optimum utilization of system

resources Q
X0
ST
- [S =g =
»Some services made delayed start g P
& _ -

P
»Couple of services are manual i
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Process Changes I
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» Performance testing is a mandatory exit criteria for
all the minor/major releases

» With every point product requirement, performance
study is done

»Well defined structure (in bugzilla) for logging
performance related defects

» Competitor product study is also done for
performance comparisons

»There is a dedicated Performance PRD!




Achievements

» Number of issues reported in Forums for A @QJ\
performance has come down ‘Ce j

» 5 fold increase in number of defects logged for
performance

» All performance critical defects fixed

» Performance of all the products improved

» Confidence of management is high
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Best Practices



Environment Setup W

» Test machine setup close to customer machines setups
v Commonly user software
v Commonly used hardware configuration

» Test environment
v Network setup (number of machines on the network)
v Machine state (number of drivers, number of files on
each drive)

» System images with all the 3rd party software installed




Planning Q
e

» Suite test plan in place before the testing cycle starts off

» Test Plan to be reviewed and signed off by all the stake
holders

» Separate product performance test plan
» Product Training for each point product

> Start the test from a stable machine state as defined in plan.

»Revisit and re-prioritize the plan after each execution cycle




Reporting ———
-
» Simple and informative %

» Published to senior management periodically

Defect Logging

» Appropriate fields for performance defects in Defect tracking
tool

> Log defects timely

» Have a well defined defect reporting template

» Regular meetings with related Product Development managers




Automation

» All P1 and most of P2 Performance scenarios should be
automated

»100% automation of soak defects.
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