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Users’ (your) Perspective*Users’ (your) Perspective*

�� You have just logged to your “Internet Banking” You have just logged to your “Internet Banking” 
web site.web site.

�� Few minutes later, you get an email on a web Few minutes later, you get an email on a web 
attack against all banking web sites.attack against all banking web sites.

�� You get email from your bank that their web You get email from your bank that their web 
site is immune to the recent attack.site is immune to the recent attack.

�� What if the web site is fragile to the attack?What if the web site is fragile to the attack?

�� As an user, what’s your thoughts on both the As an user, what’s your thoughts on both the 
scenario?scenario?

* Imaginary case study but quite possible
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AgendaAgenda

�� Web Applications & TrendsWeb Applications & Trends

�� Threat ClassificationThreat Classification

�� “panic & patch” approach“panic & patch” approach

�� SDLC PracticesSDLC Practices

�� Penetration TestingPenetration Testing

�� Security StandardsSecurity Standards

�� Looking aheadLooking ahead

Web TechnologiesWeb Technologies
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Growth of Web ApplicationsGrowth of Web Applications

WebappsWebapps and Securityand Security

� The majority of web applications is built for 

layman

� Web applications once deployed in the Internet 
will be universally accessible

� Securing Web application with Firewall/IPS is 

very hard/impossible

� Attacking web applications is much simpler than 

attacking standalone application
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Attacking Web Apps Attacking Web Apps –– How Simple?How Simple?

Most of the websites don’t 

validation or do at wrong place �

Web AttacksWeb Attacks
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““panic & patch”panic & patch”

Patch ManagementPatch Management

�� Patch has to be supplied Patch has to be supplied 
at correct timeat correct time

�� Any delays will lead to Any delays will lead to 
heavy financial lossesheavy financial losses

�� Increased operational Increased operational 
costs even if it is costs even if it is 
delivered on time.delivered on time.

�� Loss of reputationLoss of reputation

�� Affect businesses Affect businesses 
(downtime)(downtime)
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Security in SDLCSecurity in SDLC

�� Your product has security by design.Your product has security by design.

�� You don’t choose security by pressure but by You don’t choose security by pressure but by 

choicechoice

�� Increased profitabilityIncreased profitability

�� It is easier to fit security in SDLCIt is easier to fit security in SDLC

�� Security is a component not a plugSecurity is a component not a plug--inin

�� Thinking ahead of attackersThinking ahead of attackers

RequirementsRequirements

�� What is the expected behavior of the system?What is the expected behavior of the system?

�� NonNon--RepudiationRepudiation

�� Cryptographic supportCryptographic support

�� User Data ProtectionUser Data Protection

�� Identification and AuthenticationIdentification and Authentication

�� PrivacyPrivacy

�� Resource UtilizationResource Utilization

�� Trusted Path/ChannelTrusted Path/Channel
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DesignDesign

�� Specify assumptionsSpecify assumptions

�� Identify possible attacksIdentify possible attacks

�� Architectural Risk AnalysisArchitectural Risk Analysis

�� It is good to know and grade architectural flawsIt is good to know and grade architectural flaws

�� Not knowing them is flawNot knowing them is flaw

�� ExampleExample

�� HTTPS traffic is secured in transitHTTPS traffic is secured in transit

�� HTTP is unsecured and clear text protocolHTTP is unsecured and clear text protocol

ImplementationImplementation

�� Following secure coding practicesFollowing secure coding practices

�� Automatic source code inspectionAutomatic source code inspection

�� Discover low hanging fruitsDiscover low hanging fruits

�� ReiterateReiterate

�� Manual code review to identify vulnerabilitiesManual code review to identify vulnerabilities

�� Domain specificDomain specific

�� Application specificApplication specific

�� Language specificLanguage specific

�� Platform/Environment specificPlatform/Environment specific
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TestingTesting

�� Approaching testing as functional testingApproaching testing as functional testing

�� Input and Output ValidationInput and Output Validation

�� AuthenticationAuthentication

�� Session ManagementSession Management

�� Doing risk based security testingDoing risk based security testing

�� FuzzingFuzzing

�� Abuse TestingAbuse Testing

�� Attack PatternsAttack Patterns

Penetration TestingPenetration Testing

�� Tested by experts in Live EnvironmentTested by experts in Live Environment

�� System will be studied carefully and then System will be studied carefully and then 

attackedattacked

�� Simulates the scenario of a cracker attacking the Simulates the scenario of a cracker attacking the 

systemsystem

�� A final report on vulnerabilities, assessment of A final report on vulnerabilities, assessment of 

the impact and technical solution will be the impact and technical solution will be 

reportedreported
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What it takes to follow?What it takes to follow?

�� Initiative and InterestInitiative and Interest

�� Ability to think and act like the attackersAbility to think and act like the attackers

�� Endurance to detect vulnerabilitiesEndurance to detect vulnerabilities

�� Technically savvyTechnically savvy

�� Researching vulnerability patternResearching vulnerability pattern

�� Collaborating with othersCollaborating with others

�� Openness to accept deficienciesOpenness to accept deficiencies

Security Vs FunctionalitySecurity Vs Functionality

"So now, when we face a choice between adding "So now, when we face a choice between adding 

features and resolving security issues, we need features and resolving security issues, we need 

to choose security."  to choose security."  --Bill GatesBill Gates

If you think technology can solve your security 

problems, then you don't understand the problems 

and you don't understand the technology. 

-Bruce Schneier
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Useful ResourcesUseful Resources

�� ForumsForums

�� Web Application Security ConsortiumWeb Application Security Consortium

�� Open Web Application Security ProjectOpen Web Application Security Project

�� BooksBooks

�� Hacking Web Applications ExposedHacking Web Applications Exposed

�� How to Break Web SoftwareHow to Break Web Software

�� Software Security: Building Security InSoftware Security: Building Security In

Q & AQ & A

Thanks a lotThanks a lot


