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Users’ (your) Perspective*

® You have just logged to your “Internet Banking”
web site.

m Few minutes later, you get an email on a web
attack against all banking web sites.

m You get email from your bank that their web
site is immune to the recent attack.

m What if the web site is fragile to the attack?

m As an user, what’s your thoughts on both the
scenario?

* Imaginary case study but quite possible
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Agenda

m Web Applications & Trends
m Threat Classification

m “panic & patch” approach
m SDI.C Practices

m Penetration Testing

m Security Standards

m Looking ahead

Web Technologies
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Growth of Web Applications
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Webapps and Security

m The majority of web applications is built for
layman

m Web applications once deployed in the Internet
will be universally accessible

m Securing Web application with Firewall/IPS is
vety hard/impossible

m Attacking web applications is much simpler than
attacking standalone application
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Attacking Web Apps — How Simple?

Books In your Shopping Cart b Rate (Rs.)

HACKING EXPOSED
By KURTZ

HACKING EXPOSED 3/ED W/CD

By MCCLURE -7,110.00

Sub-Total: . -10,665.00
If you have changed any gquantity,
click above link to update the cart.

Web Attacks

Incident By Threat Classification

O Cross-site Soripting

B 50L Injection

DOlnzufficiert Authorization

O CredentialSession Prediction
B Insufficient Authentication
05 Commanding

B Predictable Resource Location
O Abuze of Functionality

B Content Spoofing

B Information Leakage

O'wWeak Password Recovery Yalidation
o Mizconfigur ation

B Inzufficiert Anti-automation
morm
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“panic & patch”

Report £

* View status reports of the
differant PM tasks

# Monitor patching progress
in the enterprise

Repair £

* Schedule pﬁ'.{‘h download
& deployment of missing
patches

« Contral deployment with
flexible options like machine
reboot, patch rollback etc.

* Verify and validate the
accuracy of patch installation

Research €

® Be up-lo-date with the |atest
patch related infarmation from
various vendors and other

Reach &

# Discover and identily the
servers and workstations
in the network

# Group machings for afficient
management

Resolve

#« Assess vulnerabilities in the
systems

@ Analyze what patches are
missing and what are
installed

wibsites

Dewnload patches and run
extensive tests to validate the
authenticity and accuracy

of patches

Patch Management

Patch has to be supplied
at correct time

Any delays will lead to
heavy financial losses

1. Assess

Increased operational
costs even if it is
delivered on time.

Loss of reputation

Affect businesses
(downtime)
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Security in SDLC

m Your product has security by design.

® You don’t choose security by pressure but by
choice

m Increased profitability
m [t is easier to fit security in SDLC
m Security 1S 2 component not a plug-in

m Thinking ahead of attackers

Requirements

m What is the expected behavior of the system?
= Non-Repudiation

m Cryptographic support

m User Data Protection

m Identification and Authentication

m Privacy

m Resource Utilization

m Trusted Path/Channel
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Design

m Specify assumptions

m Identify possible attacks

m Architectural Risk Analysis

m It is good to know and grade architectural flaws
m Not knowing them is flaw

m Bxample
m HTTPS traffic is secured in transit

m HTTP is unsecured and clear text protocol

Implementation

m Pollowing secure coding practices

m Automatic source code inspection
m Discover low hanging fruits
m Reiterate
m Manual code review to identify vulnerabilities
= Domain specific
= Application specific
m [anguage specific

m Platform/Environment specific

Securing Web Applications HCL
Technologies Ltd



STEP-AUTO Conference, Bangalore
Test Management 19th Sep 2007

Testing

m Approaching testing as functional testing
m [nput and Output Validation
m Authentication
m Session Management
m Doing risk based security testing
® Fuzzing
= Abuse Testing
m Attack Patterns

Penetration Testing

m Tested by experts in Live Environment

m System will be studied carefully and then
attacked

m Simulates the scenario of a cracker attacking the
system

m A final report on vulnerabilities, assessment of
the impact and technical solution will be
reported
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What it takes to follow?

m [nitiative and Interest

m Ability to think and act like the attackers
m HEndurance to detect vulnerabilities

m Technically savvy

m Researching vulnerability pattern

m Collaborating with others

m Openness to accept deficiencies

Security Vs Functionality

"'So now, when we face a choice between adding
features and resolving security issues, we need
to choose security.” -Bill Gates

If you think technology can solve your security
problems, then you don't understand the problems
and you don't understand the technology.

-Bruce Schneier
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Useful Resources

m Forums
m Web Application Security Consortium
= Open Web Application Security Project
m Books
m Hacking Web Applications Exposed
= How to Break Web Software
m Software Security: Building Security In

Q&A

Thanks a lot
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